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Is Bitcoin anonymous?

Yes

No• No accounts!
• No ID required!
• Cash-like!
• Tor / VPN help

Analysis of the blockchain can 
correlate addresses

All transactions are public



BitIodine
a tool for analyzing and profiling the Bitcoin 

network





Transaction graph



User graph



Multi-input transactions

When a transaction has multiple input addresses, 
we can safely assume that those addresses belong to 

the same wallet, thus to the same user.!
!

Assumption: owners don't share private keys.!



Shadow addresses

• Unspent output of a transaction must be fully 
used as input for a new transaction  

• A shadow address is automatically created and 
used to collect back the change



Shadow addresses

When a Bitcoin transaction has exactly two output 
addresses, O1 and O2, such that O2 is a new address 
(i.e., an address that has never appeared before), and 
O1 corresponds to a previously seen address, we can 

assume that O2 constitutes a shadow address for 
input addresses of that transaction.

More than 90% of transactions have exactly two outputs 
(one payee, one shadow address).



Shadow addresses

!
// Insert change txn at random position: 
vector<CTxOut>::iterator position = wtxNew.vout.begin()+GetRandInt(wtxNew.vout.size()); 
wtxNew.vout.insert(position, CTxOut(nChange, scriptChange)); 
!
!
!

Number of payees

The official bitcoin client tries to randomize the position of the change 
output, but code is flawed:

If just two outputs (one payee), GetRandInt(1) always returns 0. 
The change ends up always in the first output.!

!
If multiple outputs, change is never the last output.!

!
Fixed only in January 2013!

File: wallet.cpp

size()+1



Shadow addresses

Given the bug in the official client, BitIodine checks!
transactions with exactly two outputs, and also checks that!
the first address was new at the time of the transaction.!

If it is, chances are it's a shadow address.!
!

It is a heuristic applied to transactions that happened before the bugfix.



Evaluating heuristics
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The Classifier: 
labels 

for addresses



The Classifier: 
labels 

for users



Zero-balance address, 
exhausted in 84 transactions, 

belonging to user xisalty on 
BitcoinTalk forum and user 
xisalty-otc on Bitcoin-OTC. 

 
The owner is a known 

scammer! 
!

Every address belonging to the 
user is empty, 4.5% are One-
Time-Addresses, 2.3% are 

zombies.



A real-world case: investigating the 
Silk Road

We investigate one of the addresses that 
moved most funds during 2012.



A real-world case: investigating the 
Silk Road!

!

• Sign up to the Silk Road!
!

• Deposit 0.001 BTC to a one-time deposit address!
!

• The coins are mixed: the deposit address is 
provably in the same wallet as more than 25,000 
other addresses



A real-world case: investigating the 
Silk Road

!

!

• Find a connection between the addresses in the 
mixer and the large 1Dky... address!
!

• The mixer is a cluster active since June 18, 2012 - 
more than 80,000 inputs/outputs!
!

• Follow the flow of coins!



A real-world case: investigating the 
Silk Road

Multi-hop connection found: the 1Dky... address is related to the Silk 
Road.



FBI Silk Road takedown

!

!

• Dread Pirate Roberts = Ross William Ulbricht!
!

• Charged on Oct 1 2013 with:!
• narcotics trafficking conspiracy!
• computer hacking conspiracy!
• money laundering conspiracy!

!

• Joint operation - FBI, DEA, IRS and Homeland 
Security's investigative unit.!



FBI Silk Road takedown 
in numbers

!

!

• 26,000+ BTC seized (blockchain)!
• still 600,000 BTC in encrypted wallet!
!

• From Feb 6, 2011 to July 23, 2013:!
• 9,519,664 BTC in 1,229,465 sales!
• 614,305 BTC to Ulbricht in commissions!

!

http://blockchain.info/address/1F1tAaz5x1HUXrCNLbtMDqcw6o5GNn4xqX


How to get caught by the FBI

Use altoid as nickname on different 
forums to advertise the Silk Road.!
Then use it to hire developers using 
your rossulbricht@gmail.com email 
address.

mailto:rossulbricht@gmail.com


How to get caught by the FBI

Using altoid, post on BitcoinTalk a 
piece of code containing an address 
(1LDNLreKJ6GawBHPgB5yfVLBERi8g3SbQS)



Looking for the “lost” wallet

Address 1933phfhK3ZgFQNLGSDXvqCn32k2buXY8a has a 
balance of 111,114+ BTC.



But wait, there's more!

In March of last year, a SR vendor called 
FriendlyChemist attempted to extort DPR via SR's 

private message system, providing proof that he had 
the names and addresses of thousands of vendors.!

!
He demanded $500,000.



But wait, there's more!



But wait, there's more!

DPR solicited a SR user, redandwhite to "execute" 
FriendlyChemist, supplying him his full name and 
address. After having agreed on terms, DPR sent 

redandwhite $150,000 (1,670BTC) to have 
FriendlyChemist killed. 

Redandwhite later provided photographic proof of the 
alleged murder.



But wait, there's more!

We used BitIodine to spot the payment to the hitman.

https://blockchain.info/en/tx/4a0a5b6036c0da84c3eb9c2a884b6ad72416d1758470e19fb1d2fa2a145b5601
https://blockchain.info/address/1MwvS1idEevZ5gd428TjL3hB2kHaBH9WTL


Scamming pirates...

Investigators could not find any record of anybody in 
that region being killed around that date or matching 

that description.!
!

This possibly implies that DPR was scammed.



Investigating cybercrime 
with BitIodine



CryptoLocker malware
!

!

• Hit the Internet around 5 PM UTC on 5 Sep 2013  

• Encrypts victim’s documents with strong 
encryption and demands a ransom in Bitcoin for 
decrypting them, with a 72h deadline!
!

• Ransoms 10 BTC ➡ 2 BTC ➡ 0.5 BTC ➡ 0.3 BTC



Investigating cybercrime 
with BitIodine

In total, we identified 771 ransoms paid up to 
Dec 15, for 1226 BTC (approximately $1.2M).!



BitIodine analysis of ransoms and 
Dell SecureWorks infection rate
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Investigating cybercrime 
with BitIodine

Estimate is conservative.!
!

By running the Classifier on a list of addresses 
of extorted people, we automatically find out 

that, for example, BitcoinTalk user caesar09 is 
among the victims.!



Conclusions

We presented BitIodine!

improved heuristics for clustering!

automatic labeling of clusters!

We test it on real-world use cases!

we get insights on the Silk Road!

we investigate activity related to cybercrime 
in a novel way!

Plans for the future!

add user-friendly front-end to the framework!

improve performance



Thank you.

Questions?


